JOST ET AL, 
BCS03214 





1/4 







SATELLITE LINK 




CONTENT 1 


PROTECTION 




PROTECTION | 


COMPONENT 




COMPONENT ; 


120 J 


122^ 



FIG. 1 

100 



LOCAL HEADEND 


107 


r 106 




SATELLITE LINK 
PROTECTION 
COMPONENT 






STB'S 










^118 







104 



( START > 202 



DEFINE CONTENT AUTHORIZATION DATA 

3 



PROTECT CONTENT SERVICES AT 
SATELLITE UPLINK 



} 



204 



206 



G. 2 

200 



PROTECT CONTENT AUTHORIZATION 
DATA AT SATELLITE UPLINK 

3 




208 



GENERATE DIGITAL TRANSPORT STREAM(S) 
TO CONVEY PROTECTED CONTENT SERVICES 
AND PROTECTED CONTENT AUTHORIZATION DATA 



-210 



I 



MODULATE A CARRIER WITH THE 
DIGITAL TRANSPORT STREAM(S) 



i 

( END > 2/4 



2/2 



_l 



JOST ET AL. 
BCS03214 



r 



2/4 



LOCAL HEADEND 
MANAGEMENT SYSTEM 



318 



J 



1 



310 



SATELLITE CA 
SYSTEM I 

T 



CONTENT 
SERVICES 



TMX 



302^ 



1 


r 


CON" 


fENT 


ENCRYPTION 


UNIT 



303 



£ 



SUBSCRIBER 
INFORMATION SYSTEM 



CONTENT CA 
SYSTEM 



A 



v: 



320 



312 



^350 



102 

FIG. 3 



314- 





TMX |*- 


30V 


r 


- MODULATOR \ 





r 


SATE 


.LITE 


ENCRYPTION 


UNIT 



TMX 




308 



404 



£ 



( START ^ -402 



GENERATE CONTENT EMM DATA 



410 



I 



ENCRYPT CO NTENT SERVICES 
406 y 



CREATE SERVICE(S) FOR 
CONTENT EMM'S 



412 



2l 



I 



ENCRYPT CONTENT 
EMM SERVICE(S) 



1 



408 



GENERATE SATELLITE 
AUTHORIZATION DATA 



MULTIPLEX ENCRYPTED CONTENT EMM SERVICE(S), 
ENCRYPTED CONTENT SERVICES, AND SATELLITE 
EMM'S TO GENERATE TRANSPORT STREAM(S) 



I 



-414 



MODULATE CARRIER WITH TRANSPORT STREAM(S) | 



416 



J 

( end y ^ 4 



400 



18 



FIG. 4 



_i 



JOST ET AL. 
BCS83214 




JOUST ET AL. 
BCS03214 



4/4 



1 


t 


SATELLITE RECEIVER/DECODER 


y-604 




t 


MODULATOR 


1-606 



J 

TO CABLE TRANSMISSION PATH 600 

FI 



( START y-702 



DEMODULATE CARRIER TO RECOVER "1-704 
TRANSPORT . STREAM(S) [ 

1 

ANALYZE CAT DATA IN THE TRANSPORT L_ 7 nc 
STREAM(S) TO IDENTIFY SATELLITE EMM DATA | 

1 



708 



ANALYZE SATELLITE EMM DATA TO IDENTIFY 
CONTENT EMM STREAM(S) FOR DECRYPTION 

T 

DECRYPT AUTHORIZED CONTENT L_ 7m 
EMM STREAM(S) | 

1 

MODULATE CARRIER WITH TRANSPORT STREAM(S) Y—jio 
FOR TRANSMISSION TO SUBSCRIBER STBS \ 

( END y ?14 700 



